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1. Heas peanusanuu nporpaMmbl

Hacrosmas nononHutenbHas npodeccuoHanbHas IporpaMMa MOBBIICHHUS KBATU(PHUKAILIUN
«Mcnonb3oBanue MapuipytuzaropoB Eltex ESR (mpoaBunyThIil ypoBeHs) v.3» npeiHa3HaueHa JUisl UL,
UMEIOIIUX cpeiHee MpodeccHoHaNbHOE U (MIIK) BBICIIEee 00pazoBaHKe, IO JIUI] MOTyYaOLIUX CpeIHee
npodeccuoHabHOE U (WK ) BBICIIIEE 00Opa30BaHUE.

CopepxaHnue porpaMMbl HalpaBJIEHO Ha CO3/IaHUE YCIOBHM JUIsl 3HAKOMCTBA CIIyIIaTeNen ¢
COBPEMEHHBIM HHHOBAI[MOHHBIM TEOPETUYECKUM U NMPAKTUYECKUM OIBITOM B 00JIaCTH UCIOJIB30BAHUS
ceTeBoro obopyaoBanus komnanuu Eltex.

[Iporpamma paspaborana B cootBeTcTBUH ¢ D3-No273 «O6 obpazoBanuu B PO» ot 29.12.2012r.,
npuka3zoM MunoOpnaayku Poccun ot 01.07.2013 N 499 (pen. ot 15.11.2013) 706 ytBepxaenun [lopsaka
OpraHM3allK U OCYLIECTBIIEHUS 00pa30BaTENbHOM NEATEIBHOCTH 110 TONOJHUTENBHBIM NPO(PECCUOHAIBHBIM
nporpammam”’, npuka3zoM Muntpyzaa Poccun ot 13.10.2014 N 7161 ¥06 yTBep:kIeHHH TPOHECCUOHATLHOTO
crangapra "MeHemkep 1o HHQOpMaIMOHHBIM TeXHOIOTHAM ™ (3apeructpupoBano B Munrocte Poccun
14.11.2014 N 34714), npukazom Muntpyna Poccun ot 18.11.2014 N 896H 06 yTBepx1eHUN
npodeccnoHabHOTO cTanaapra " CrienuanucTt Mo HHGOPMAIIMOHHBIM cucTeMam’ (3aperucTpUPOBAHO B
Muntocte Poccun 24.12.2014 N 35361), npukaszom Muntpyaa Poccun ot 31.10.2014 N 866H (pen. ot
12.12.2016) 06 yTBepxaeHUN TPO(PECCHOHATBHOTO cTaHaapTa ~VIHKeHep CBsI3U
(TenexommyHukanuit)“ (3apeructpupoano B Muntocre Poccun 28.112014 N 34971), npukazom MunTpyna
Poccun ot 05.10.2015 N 6881 06 yTBep)KaeHIH MPOPeCcCHOHATBHOTO cTanaapTa ~CreuainucT mo
TEXHUYECKOH MoAepk Ke MHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX cUcTeM (3aperucTpupoBaHo B MuHiocTe
Poccun 22.10.2015 N 39412), npukazom Muntpyna Poccuu ot 05.10.2015 N 6841 06 yTBepKaeHUH
npodeccuoHanbHOro cranaapTa CHUCTEeMHbIN aIMUHUCTPATOP UH(OPMAIIMOHHO-KOMMYHHUKALIMOHHBIX
cuctem* (3apeructpupoBano B Muntocre Poccun 19.10.2015 N 39361)

CrpemutensHoe pa3putue IT-TexHonoruit Tpedyetr 0OHOBIEHHS CollepKaHUs TPOPECCUOHATBHBIX
IIPOrpaMM B CBSA3M C U3MEHEHUAMHU OTPEOHOCTEN JIMYHOCTH, 00IIECTBA U TOCYJapCTBA B JJOTIOJIHUTEIHLHOM
obpa3zoBanuu. Benencrsue yero opMupyeTcs COUalibHbIN 3aKa3 B CUCTEME MOBBIIEHUS KBATUPHUKALIUN
WH)KEHEPOB, BRIPAXKAIOIIUICS B TPEOOBAHUSIX K MOBBIIICHUIO TPO(ECCHOHATBHON KOMIIETEHTHOCTH
crielManucTa, paborarouiero B cpepe MHPOKOMMYHHUKAIUHA.

Lenb nonoaHUTENBHO MPOodhecCHOHAIBHOW POTpaMMBbI MOBBIIICHUS KBanu(ukanuu «Vcnonap3oBanne
mapuipytuszaropos Eltex ESR (npoasunyThlit ypoBeHb) v.3» — obecreunuTs ciryiarenaei Heo0X0oAuMbIMU
3HAHMUSAMHU U HaBBIKaMH JUISl IOCTPOEHUS], HACTPOUKH U oOcay»kuBaHus [P-cereit masioro u cpeiHero paamepos,
BKJIFOYasi OCHOBHBIE BOIIPOCHI IO KOH(PUTypalMi MapLIpyTH3aTOPOB, YIIPABIEHUIO CETEBBIMU YCTPOIiCTBaMHu, a
Takke 0a30BBIM BOIIPOCAM CeTeBO# Oe3omacHoCTU. B mporpamme nmoapoOHO pa3oOpaHbl Takue TEMBI Kak:
MeKCeTeBOM FKpaH MapuipyTu3zaropos cepun ESR, npoTtokoinbl nnaamudeckoit mapupytuzanuu OSPF u BGP,
MapIIpyTHU3alKs Ha OCHOBE MOJUTHK U BUPTYyallbHas MapLIpyTU3alus, TexHosuorusa «KagectBo
00CITy’)KUBaHUs», pe3epPBUPOBAHNE KaHAJIOB, CEPBUCOB U YCTpOIcTB ¢ momolsio VRRP, TyHHETMpOBaHue 1
CEPBHCHI YAAJIEHHOTO IOCTYIIA, TEXHOJIOTUH 3alMIIEHHBIX COEAUHEHNI U 3alUIIEHHBIX BUPTYAJIbHBIX CETEMH, a
TaKKe UHCTPYMEHTHI JJI1 MOHUTOPUHIA U YIPABJIEHUS CEThIO.

Jlnis peanu3anuu ey nporpaMmbl HEOOXOIUMO PEIIMTh KOMITJIEKC 3a/1a4:

- CIOCOOCTBOBATH BHEIPEHHUIO B YUEOHBIH MPOIIECC COBPEMEHHBIX 3()(hEKTUBHBIX METOIMK IPOBEIECHUS
1a00paTOPHBIX PadOT, KOTOPBIE TIO3BOJISIOT BHITIOIHATE CIIOKHBIE 33/1aHUS HAa PA3JIMYHBIX TONOJOTHSIX CETH;

- o0ecrnieyuTh 00LIee MOHUMaHKE CIIyIIATeNIIMU NePCeKTUB pa3BuTusa IT-oTpacnu.
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2. TpeGoBaHus K pe3yabTaraM 00y4eHH S

[Tporpamma HampaBieHa Ha IprOOpeTeHUe 3HAHNH, YMEHUN M HAaBBIKOB CITYIIATENISIMU, HEOOXOAMMBIX
11l KA4ECTBEHHOI'O0 M3MEHEHUS NPO(ECCUOHANBHBIX KOMIIETCHIIMN B paMKaxX UMEIOIIENCs KBAIN(UKALIUH.

Bun npodeccronanbHoi AeATeNbHOCTH: AJIMUHUCTPUPOBAHNE HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHBIX
(MHGOKOMMYHUKAIIMOHHBIX ) CUCTEM.

B pesynbrare ocBoeHus y4eOHON JOMOIHUTENBHOM PO ECCUOHATBLHON MPOrPaMMBbI MOBBIIIICHUS
kBanudukanuu «Mcnons3oBanue mapupytuzatopoB Eltex ESR (npoaBuHyTHIN ypoBeHB) v.3» CllyIIaTelb
JOJDKEH:

yMeTb:

- HaCTpouTh MexkceTeBoil skpan ESR u obecrieunts 6€30MacHOCTb OT CETEBBIX aTak;

- pa3zBepHyTh KoHurypanuo OSPF u BGP B cetu moboro tumna u macuraba;

- o0ecneuyuTh KOHTPOJIb MaplIpyTu3auu ¢ nomouisio PBR, Multi-WAN u VRF;

- YOPaBIATh IpUOpUTETaMU TpaduKa sl cTaOMIIbHOM paboThI ceTu ¢ moMoIbio QoS;

- OpraHu30BaTh PE3EPBUPOBAHNE KAHAJIOB, CEPBUCOB U YCTPOUCTB;

- KOH(UTYpUPOBATh 3aLIUIIEHHBIE COETUHEHUS U BUPTYaJIbHbIE CETH.

3HATh:
- OCHOBBI CETEBBIX TEXHOJIOTHIA;

- OCHOBBI pa0bOTHI TpoTOKOJOB cTeka TCP/IP;

- OCHOBHBIE MPUHITUIIBI 0OecTiedeHHsI 0€30ITaCHOCTH CETEBBIX YCTPOICTB;
- IPUHIIUIIBI TOCTPOEHUS U30BITOUHBIX CETEH;

- CIOCOOBI MOHUTOPHHTA CETEH.

BJIA/I€Th:
- HaBBIKaMU YTIPABJICHUSI CETEBBIMHU YCTPOMCTBAMU;
- HaBBIKAMU HACTPOMKHU CETEH C NCIOIb30BAHNUEM TEIEKOMMYHUKAIMOHHOTO 000y IOBAHUSI.

HopmartuBHas Tpya0EMKOCTh 00yueHus o JaHHON Imporpamme coctanisieT 40 YacoB, BKIIIOUAET BCE
BH/JIBI 2y IUTOPHOM pabOTHI CIyIIATENs, BPEMsl, OTBOJJUMOE Ha KOHTPOJIb KaueCTBA OCBOSHUS CITyIIaTeIeM
MIPOrPaMMBlI.

OO0yueHwue 1Mo mporpamMmMme 3aBepIaeTCss HITOTOBOM aTTecTaiuei ciymareneir. @opmoii aTTecTanuu
ABIIAeTCS (PMHATBHBIN TECT.

.HI/II_IaM, YCIICIIHO OCBOUBIIMM OAHHYIO NpOIrpaMMy U MPOMCAIIINM UTOTOBYIO ATTCCTALIUIO, BBIAAIOTCA
JOKYMEHTHI O KBaJTU(UKALIMU: YIOCTOBEPEHHE O MOBBIIICHNN KBATU(UKALINH.

.HI/II_IaM, HC OCBOMBUIMM JAaHHYIO ITPOrpaMMy M HC MPOMICAIINM UTOTOBYIO ATTCCTALIUIO, BBIAACTCA
CIpaBKa O MPOCIYIIMBAaHUH Kypca 10 IaHHOM MporpaMmme.
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3. Conepxanne NporpamMmbl

Y4eOHbIH IUIAH
MPOrPAMMBI MTOBBITIICHUS KBATU(PUKAITAN
«Mcnons3oBanue mapiipytuzatopoB Eltex ESR (mpoaBuHyThIi ypOBEHB) V.3»

Y4eOHBIi MJ1aH JOMOTHUTEIHHON MPO(heCcCHOHATBFHOM MPOrpaMMBbl TOBHIIICHUS KBAIU(DUKAIIH
«Hcnonp3oBanne mapmpytuzatopoB Eltex ESR (mpoaBuHyTHII ypoBeHb) V.3» MpeaHA3HAYCH IS CIEAYIOMINX
KaTeropuil cnymaTenei: HHKEHephl COMPOBOXKISHUSI U TEXHUUECKON MOJACPKKH, CTIICIIUATHUCTh TEXHUIECKUX
Y MH)KCHEPHBIX CITyKO0, CHCTEMHBIC aIMUHICTPATOPBI, a TAKKE JIUIA, UMEIOIIUE cpeaHee MpodeccCHoOHATBHOE H
(unn) BeICIIEe 0OpazoBaHue, TMOO JIHII MOIYYAIINUX cpeaHee mpodeccrnoHanbHoe U (WIK) BeICIIEe
oOpa3oBaHWe.

Cpoxk o0yuenust —40 gacos.

dopma o0yueHHs — 09Has popMa 00yICHHS (C OTPLIBOM OT PAOOTHI).

(c ompwigom om pabomel, 6e3 ompulea om pabomol u m.o.)

Ne HanmeHoBaHue pa3jiesioB Bcero, B Tom uncie:
1acoB Teopus IpakTnyeckue/
(meknmn) JabopaTopHbie padoThl
1. |MexceTeBoM 3KpaH. 3 1 2
2. |OSPF. 3 2 1
3. |BGP. 4 2 2
4. |KoHTposb MapuipyTu3aium. 3 1 2
5. |KauecTBo 00CcTyKUBaHUSI. 4 2 2
6. |PesepBupoBanue L3. 4 2 2
7. | TyHHEIUpPOBAHUE U yIAIEHHBIN JOCTYIL. 4 2 2
8. |IPsec. 4 2 2
9. |DMVPN. 4 2 2
10. | MOHUTOpHUHT U yIIPaBJICHUE. 3 2 1
HTorosas arrecrtanus 4
Hroro: 40 18 18
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B Tom uncJe:
Ne HaumenoBanue pasiejioB u TeM Bcero, | Teopus | [paxruyeckne/
1aCOB | jeknum | 1a00paTOPHBIE
padoThI
1. |MexceTreBoii 3kpaH. 3 1 2
1.1. |MexcereBoi 3KpaH.
1.2. |3ammTa OT CETEeBBIX aTaK.
2. |OSPF. 3 2 1
2.1. |OO0mue cBeneHus.
2.2. | KomaHIbl HACTPOMKHU.
2.3. |IIpumeps! nactpoiiku OSPF.
2.4. |MexaHu3Mbl aHOHCUPOBAHUS MApIIPYTOB.
2.5. |MexaHu3Mbl (pUIBTPALIA MAPUIPYTOB.
3. |BGP. 4 2 2
3.1. |OOmue cBeneHus.
3.2. |Hacrtpoiika eBGP.
3.3. |Hactpoiika iBGP.
3.4. | AnoHcupoBaHue U QUIbTPALUS.
3.5. | JluarHoctuka.
3.6. |IIpumeps! HacTpoiiku BGP.
4. | KoHTpoJb MapmIpyTH3aLMH. 3 1 2
4.1. |Coucku KOHTPOJIA JOCTyTa.
4.2. |MapupyTu3anusi Ha OCHOBE MOJUTHK.
4.3. |MHoOrokaHajiabHOE OJIKIIOYECHHE.
4.4. |BupryanbHas MaplipyTHA3aIus.
4.5. |OGHapyXeHHE IBYyHANPABICHHON EPECHUTKH.
5. |KauecTBoO 00C/y;KNBAHUSA. 4 2 2
5.1. |OOmue cBeneHus.
5.2. |Knaccudukanus u MapKUpOBKa.
5.3. |IlpenoTBpalleHue neperpy3ox.
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5.4. | YnpaBieHue neperpy3kaMu.

5.5. |OrpaHudeHue CKOpOCTH.

5.6. |ba3zosbiii QoS.

5.7. |Pacmmpennsiii QoS.

6. |Pe3zepBupoBanue L3. 4 2 2
6.1. |VRRP.

6.2. | Track-oOBEKTHlI.

6.3. | PesepBuposanne DHCP-cepsepa.

6.4. |PesepBupoBanue cecuii firewall.

6.5. |Knacrep.

7. |TyHHeupoBaHUe M YIAJEHHBIH 10CTYII. 4 2 2
7.1. |CuMMeTpUYHBIE TYHHEIH.

7.2. |CepBuCH yIadEHHOTO IOCTYTIA.

8. |IPsec. 4 2 2
8.1. | OO6mwme cBeneHus.

8.2. |KomaHabl HACTPOMKH.

8.3. |Cxembl IpUMEHEHUSI.

8.4. |IIpumMepsl METOIOB ayTCHTH(UKAIINH.

8.5. |lmarnoctuka IPsec.

9. ' DMVPN. 4 2 2
9.1. |OOmue cBeneHUs.

9.2. |Ilpunuun padboThl.

9.3. | KomaHbl HaCTPOMKHU.

9.4. |[Ipumepbl HACTPOUKH.

10. |MoHUTOpPHHT U ynpaBJieHHE. 3 2 1
10.1. |Eltex IP SLA.
10.2. | SNMP.
10.3. | NetFlow.

Hrorosas arrecranus 4 - -
Hroro: 40 18 18

3ansaTus nmpooaarcs 1 yueOHyI0 HEJENo S pa3 B HEIEIo 10 8 akaJeMUYEeCKHX YacoB.
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VYyeOHas Henenss He MNpuUBA3aHa K Hadally WIM OKOHYAHHIO Y4YeOHOrO W KaJleHAApHOrO TOAa.
dopMUpOBaHUE TPYIIIBI CIyIIATEeNIed MPOUCXOAUT B TEUEHHUE BCETO KAJIEHAAPHOTO ro/1a.
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Y4yeOHasi nporpaMmMa nobimennsi Kpaaupukanuu «Mcnoab3oBanue
mapupytu3atopos Eltex ESR (mpoaBuHyTbhIi ypoBeHb) v.3»

HaumenoBanue Onucanue Bpems
Tema: 1. MexceTeBoii IKpaH. 3 gaca
Onucanue: 1.1. MexceTeBoM 3KpaH. 1 gac

1.1.1. O6uue cBeneHuUS.
1.1.1.1. MexceTeBoil 5KpaH Ha OCHOBE 30H O€30MaCHOCTH.
1.1.1.2. MexceTeBol 3KpaH ¢ OTCIEKUBAHUEM COCTOSTHUS CECCHUH.
1.1.1.3. ITopsimoK HACTPOMKHN MEXKCETEBOTO IKpAHa.
1.1.2. 30HbI 6€30MIACHOCTH.
1.1.3. Onpenenenne nHTEPPEICOB K 30HAM OE30MACHOCTH.
1.1.4. Co3nganue ciuckoB object-group.
1.1.5. B3aumopeiicTBrue Mex a1y 30HaMH 0€30MMacHOCTH.
1.1.6. IIpaBuna MexceTeBOro 3KpaHa.
1.1.6.1. [louck coBmaaeHuii o napaMerpam.
1.1.6.2. ITopsinok 006paOOTKH MpaBUIL.
1.1.6.3. PenaktupoBanue mpaBul.
1.1.6.4. JlorupoBaHue npaBui.
1.1.7. NAT ALG u firewall tracking.
1.1.8. Jlnarnoctuka.
1.1.9. Ilpumepsl HACTPOHKK MEKCETEBOIO IKpaHa.
1.2. 3amura OT CeTeBBIX aTak.
1.2.1. DoS Defence.
1.2.2. Spy-Blocking.
1.2.3. Suspicious packets.
1.2.4. [Ipumep HACTPOMKH 3aIIUTHI OT CETEBBIX aTakK.

JladopaTtopnasi: | 1. Hactpoiika MexxceTeBOro sKkpaHa. 2 Jaca
1.1. HacTpouTh MekCeTeBOM IKpaH.
1.2. HactpouTh 3alUTy OT CETEBBIX aTaK.

Bonpocher: 1. Uto o3Hauaet «Zone-Based Firewall»?

HaumenoBanue Onucanue Bpems
Tema: 2. OSPF. 3 yaca
Onucanue: 2.1. OOume cBeneHusl. 2 yaca

2.1.1. ba3sl maHHBIX.

2.1.2. MacmrabupoBanue.
2.1.3. Tumns! obnacreit.

2.1.4. Tunsl ceTei.

2.1.5. Tunbel MapuIpyTH3aTOPOB.
2.1.6. Ponn MapupyTu3aTropos.
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2.1.7. CroumocTh KaHania.
2.1.8. Tumsl MmapmpyTOB.
2.1.9. Pacuér SPF.
2.1.10. Cocrostaust OSPF.
2.1.11. ®opmar coolrieHus.
2.1.11.1. Tunsl makeToB..
2.1.11.2. Tuns! 3anuceit LSA.
2.2. KoMaH[1bl HACTPOMKH.
2.3. IIpumeps! HacTpoiiku OSPF.
2.4. MexaHU3Mbl aHOHCUPOBAaHHsI MApIIPYTOB.
2.4.1. Redistribute.
2.4.2. Network.
2.4.3. Default-information-originate.
2.4.4. AnoHcupoBaHue ¢ route-map.
2.5. Mexanu3msbl (GUIBTPALIUU MAPIIPYTOB.
2.5.1. @unpTpanus ¢ route-map.
2.5.2. GunpTpanus Npu aHOHCUPOBAHUH.

Jladoparopnasi: 2. Hacrpoiika OSPF. 1 gac
2.1. Hactpouts OSPF.

2.2. HactpouTh aHOHCHPOBAHHUE MapLIPYTOB.
2.3. HactpouTh (UIBTpAIIMIO MAapIIPYTOB.

Bomnpochsr: 1. Kakue mapmpytsl nepenatorcst B LSA-5?

HaumenoBanue Onucanue Bpems

Tema: 3. BGP. 4 gaca

Onucanmue: 3.1. OOmuue cBeneHus. 2 Jaca
3.1.1. OcuoBsl BGP.
3.1.2. Mapupyt BGP.
3.1.3. BeiOop mydiero MapuipyTa.
3.2. Hactpoiika eBGP.
3.2.1. JlonoaHUTENbHBIE TApaMETPHI.
3.2.2. eBGP Multihop.
3.3. Hacrpoiika iBGP.
3.3.1. Peer-group.
3.3.2. Next-hop-self.
3.3.3. Route-reflector.
3.3.4. Allow-local-as.
3.4. AnoHcupoBaHue U PUIbTpaIUs.
3.4.1. AHOHCHpOBaHNE MapLIPYTOB.
3.4.2. Moaudukarus aTpruOyTOB IPH aHOHCUPOBAHUH.
3.4.3. ®unpTpanys NpUHUMAEMbIX MapIIPYTOB.
3.4.4. ®unpTpanus MapUIPyTOB PU AHOHCUPOBAHHUH.
3.5. luaruocTuka.
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3.6. IIpumepsl HacTpoiiku BGP.

Jladoparopnasi: | 3. Hacrpoiika BGP. 2 4aca
3.1. Hactpouts eBGP.

3.2. Hactpouts iBGP.

3.3. HacTpouTh aHOHCUPOBaHUE MapIIPYTOB.
3.4. Hactpouts puibTparyio MapupyToB.

Bomnpochi: 1. Yto Takoe aBTOHOMHas cuctema?

HaumenoBanue Onucanue Bpems

Tema: 4. KoHTpOJIb MAPIIPYTH3ALMH. 3 yaca

Onucanue: 4.1. CnucKy KOHTPOJIA TOCTYTIA. 1 gac
4.1.1. O6wwme cBeneHus.
4.1.2. Ilpuanun padotsr ACL.
4.1.3. Ilopsimok HACTPOUKH.
4.1.4. ITouck coBMaJeHU 10 MapaMeTpam.
4.1.5. PenaktupoBanue ACL-crnucka.
4.1.6. luarnocTuka.
4.1.7. Ilpumepsl HacTpoiiku ACL.
4.2. MapuipyTu3anust Ha OCHOBE TTOJIUTHUK.
4.2.1. O0mue cBeneHus.
4.2.2. IlpuHuummn paboTHI.
4.2.3. I[lopsiiok HACTPOUKH.
4.2.4. ITpumep Hactpoiiku PBR.
4.3. MHOroOKaHaJILHOE MMOIKIIIOUEHHUE.
4.3.1. O0wmue cBeaeHuUs.
4.3.2. Ilpuanun paGoThl.
4.3.3. [lopsa oK HACTPOUKH.
4.3.4. JlnarHocTHKA.
4.3.5. ITpumep HacTpoitku Multi-WAN.
4.4. BuptyanbHas MapuipyTHU3aIus.
4.4.1. O0wwue cBeacHHUS.
4.4.2. KomaHpl HACTPOMKH.
4.4.3. lnarHocTHKa.
4.4.4. IIpumepsl HacTporiku VRF.
4.5. OOHapy)eHHE TByHANPABICHHON EPECHUIKH.
4.5.1. O0mue cBeneHus.
4.5.2. IlpuHuum paboThl.
4.5.3. ®opmat cooOIIeHHS.
4.5.4. KomaHbl HACTPOUKH.
4.5.5. IIpumepst HacTporiku BFD.

JlabopaTopnasi: |4. Hactpoiika cpeacTB KOHTPOJIS MApIIPyTH3ALUH. 2 yaca
4.1. Hactpouts ACL.
4.2. Hactpouts PBR.
4.3. Hactpouts Multi-WAN.
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4.4. Hactpouts VRF.
4.5. Hactpouts BFD.

Bomnpocsr:

1. Kakoil mpoTOKOII MO3BOJISET UCIOIb30BATh BUPTYAJIbHbBIC TAOIUIIBI
MapupyTu3aunn’?

HaunmenoBanue

Onucanue

Bpems

Tema:

5. KauecTBO 00C/1y:KMBaHUS.

4 yaca

Onucanmue:

5.1. Obuue cBeneHus.
5.1.1. Moxgemn QoS.
5.1.2. Mexanusmsl DiffServ.
5.1.3. Ilpuniun paboThI.
5.2. Knaccudukaus 1 MapKUpOBKa.
5.2.1. Knaccuduxanus.
5.2.2. Mertka kiaccu(puKaIuu.
5.2.3. Monenu noseneHusl.
5.3. IlpenoTBpalieHue neperpy3ox.
5.4. YpaBneHue neperpy3Kkamu.
5.5. OrpaHnyeHue CKOpOCTH.
5.6. bazoBsrit QoS.
5.6.1. Koman il HACTPOUKH.
5.6.2. [Ipumepst HacTpoiiku 6azoBoro QoS.
5.7. Pacmmpennsiit QoS.
5.7.1. Komanip1 HACTpOUKH.
5.7.2. Ilpumep HacTpoiiku pacuupeHHoro QosS.

2 yaca

JlabopaTopHnas:

5. Hacrpoiika QoS.
5.1. HactpouTts 6a30BbIit QoS.
5.2. HactpouTts pacupenHsiii QoS.

2 gaca

Bonpocsr:

1. B kakom nopsiike 00padaThIBAIOTCS TTAKETHI B OUYEPEH CO CTPOTUM
npuopurerom (PQ)?

HaumenoBanue

Onucanue

Bpems

Tema:

6. PezepBupoBanue L3.

4 yaca

Onucanue:

6.1. VRRP.
6.1.1. Ob6uue cBeneHuUs.
6.1.2. ®opmar cooO1IeHuUs.
6.1.3. KomaH 11 HACTPOUKH.
6.1.4. ITpumeps! HacTpoiiku VRRP.
6.2. Track-00BEKTHI.
6.2.1. OOuue cBeneHus.
6.2.2. KomaH1pl HACTPONKH.
6.2.3. [Ipumep HacTpoiiku track-oObekTa.

2 yaca
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6.3. PesepsupoBanne DHCP-cepsepa.

6.3.1. Komanasl HaCTpOMKHU.

6.3.2. IIpumep pezepBupoBanuss DHCP.
6.4. PezepBupoBanue ceccuii firewall.

6.4.1. Koman 11 HACTPONKH.

6.4.2. IIpumep pesepBupoBanus ceccuit firewall.
6.5. Knacrep.

6.5.1. O0Oume cBeneHU.

6.5.2. KomaH 1l HACTPOUKH.

6.5.3. [Ipumep HACTPOWKH Ki1acTepa.

JlabopaTopHnasi: | 6. Hactpoiika pezepBuposanus L3. 2 yaca
6.1. Hactpouts VRRP.

6.2. Hactpouts VRRP c track-o6bwexramu.

6.3. Hactpouts VRRP c pezepBuposannem DHCP.

6.4. Hactpouts VRRP ¢ pe3epBupoBanuem ceccuii firewall.

Bomnpochsr: 1. Kakoe 3nauenue npuopurera VRRP y «Bnanensua IP-agpeca»?

HaumenoBaHue Onucanue Bpems
Tema: 7. TyHHeJIUpOBaHME U YAAJIEHHBIN A0CTYII. 4 yaca
Onucanue: 7.1. CUMMETpUYHBIE TYHHEH. 2 yaca

7.1.1. Obuue cBeneHus.
7.1.2. IP4IP4.

7.1.3. VTL

7.1.4. GRE.

7.1.5. L2TPv3.

7.2. CepBHUCHI YIaJEHHOTO AOCTYyA.
7.2.1. O6uue cBeneHUs.
7.2.1.1. PPP.
7.2.1.2. PAP u CHAP.
7.2.1.3. MS-CHAP.
7.2.1.4. Multilink PPP.
7.2.2. PPPoE-knuenT.
7.2.3. PPTP.
7.2.3.1. PPTP-cepgep.
7.2.3.2. PPTP-knuenr.
7.2.4. L2TP.
7.2.4.1. L2TP-cepsep.
7.2.4.2. L2TP-knueHT.
7.2.5. WireGuard.
7.2.5.1. WireGuard-cepsep.
7.2.5.2. WireGuard-KJIHeHT.
7.2.6. OpenVPN.
7.2.6.1. OpenVPN-cepBep.
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7.2.6.2. OpenVPN-KJIHEHT.

JlaGoparopuasi: | 7. HacTpoiika TyHHEJEH. 2 4aca
7.1. Hactpouts TyHHens [P41P4.

7.2. Hactpouts TynHens GRE L3.

7.3. Hactpouts TyHHens GRE L2.

7.4. Hactpouts TyHHenb L2TPv3.

7.5. Hactpouts TynHens WireGuard-KJIMeHT.

Bomnpocsr: 1. Yro Ha3biBatOT TepMUHOM «Hecymmii mpoTokom»?

HaumenoBanue Onucanue Bpems
Tema: 8. IPsec. 4 yaca
Onucanue: 8.1. O0mwme cBeneHus. 2 yaca

8.1.1. LlemocTHOCTh U ayTeHTU(UKAIUS JaHHBIX.
8.1.2. Ayrentudukanus yJanéHHONH CTOPOHBI.
8.1.3. KonduaeHmaipbHOCTb.
8.1.4. I'pynine Anddpu-Xennmana.
8.1.5. ITpOoTOKOJIBI MHKATICYJISLIAH.
8.1.5.1. AH.
8.1.5.2. ESP.
8.1.5.3. TpancnOpTHBIN U TYHHENbHBIN PEXKUMBI.
8.1.6. Accormmanuy 0€301acHOCTH.
8.1.7. IIpoTokoaBl OOMEHA KIFOYaMH.
8.1.7.1. ISAKMP.
8.1.7.2. IKEvl1.
8.1.7.3. IKEv2.
8.1.8. O6Hapyx eHHEe HEAKTUBHOTO COCEe/a.
8.1.9. IPsec VPN Ha ocHOBE MapuipyTa v HOJUTHKH.
8.2. Komanapl HaCTpOMKH.
8.3. Cxembl NpUMEHEHHS.
8.3.1. Route-based IPsec VPN.
8.3.2. Policy-based IPsec VPN.
8.3.3. GRE over IPsec.
8.3.4. IPsec VPN u NAT.
8.4. Ilpumepsl METOZI0OB ayTeHTU(UKALINY.
8.4.1. PSK.
8.4.2. Cnucok KItoueH.
8.4.3. XAUTH.
8.4.4. RSA.
8.4.5. EAP.
8.5. Jlmarnoctuka IPsec.
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=/ ELTEX
JladopaTopnasi: |8. Hactpoiika [Psec. 2 Jaca
8.1. Hactpouts Route-based [Psec VPN.
8.1. Hactpouts Policy-based IPsec VPN.
Bomnpocsr: 1. Ha uro ykassiBaeT Homep rpynmnsl Juddu-Xennmana?

HaumenoBanue Onucanue Bpems
Tema: 9. DMVPN. 4 yaca
Onucanue: 9.1. OGmmue cBeaeHUS. 2 gaca

9.1.1. Multipoint GRE.
9.1.2. NHRP.

9.1.3. ®opmat coobIeHwHs.

9.2. Ilpunnun paboTHI.

9.2.1. ®a3s1 pabOTHI.

9.2.2. ®narm.

9.2.3. Cxembl NpUMEHEHHS.
9.2.4. Pabora c NAT.

9.3. KomaH b1 HACTpOMKH.

9.4. Ilpumepbl HACTPOUKH.
9.4.1. DMVPN c OSPF.
9.4.2. DMVPN c eBGP.
9.4.3. DMVPN c iBGP u DHCP-cepsepom.

JlabopaTopnas: |9. Hactpoiika DMVPN. 2 yaca
9.1. Hactpouts DMVPN ¢ OSPF.
9.2. Hactpouts DMVPN ¢ BGP.

Bomnpocsr: 1. Kaxoii mexanusm pa6otsl NHRP no3Bosnsier 3anonuuts Tadauiy NHRP?

HaunmenoBanue Onucanne Bpems
Tema: 10. MoHMTOpPHUHT ¥ yIIpaBJieHHUE. 3 yaca
Onucanue: 10.1. Eltex IP SLA. 2 yaca

10.1.1. OO1ue cBeaeHuUs.

10.1.2. ITpuHuum paboThl.

10.1.3. Hactpoiika Sender.

10.1.4. Hacrpoiika Responder.

10.1.5. Ayrentuduxanus.

10.1.6. JInarnoctuka.

10.1.7. Ilpumepst HacTpoiiku Eltex IP SLA.
10.2. SNMP.

10.2.1. OO11ue cBegeHus.

10.2.2. ITpuHuum paboThl.

10.2.3. Tumnsl cooOIIEHUH.

10.2.4. baza ympasinstoniei nHhopMaluu.
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10.2.5. ®opmar coolIIeHusl.
10.2.6. Komanp1 HAaCTpOUKH.
10.2.7. Ilpumep HacTpoiiku SNMP.
10.3. NetFlow.
10.3.1. OGmwue cBeneHUs.
10.3.2. IIpuntumn paboTHhI.
10.3.3. Bo3amoxHnoctu NetFlow.
10.3.4. Bo3moxknoctu sFlow.
10.3.5. ®opmat coobiieHus.
10.3.6. Komanap1 HaCTpOUKH.
10.3.7. ITpumepsl HACTPOUKHU.

Jladoparopnasi: | 10. Hactpoiika MOHUTOpHUHTA. 1 gac
10.1. Hactpouts Eltex IP SLA.
10.2. Hactpouts SNMP.

10.3. Hactpouts NetFlow.
10.4. Hactpouts sFlow.

Bomnpocsr: 1. Kakoii Tepmun SNMP onucbiBaeT riao0anbHy0 HEPAPXHUUECKYIO
CTPYKTYPY, HMEIOIIYIO 3aITUCH O JTF0OOM 00BeKTE?
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4. MaTepuaibHO-TeXHMYECKHE YCIOBHA Pean3aluy MPOrpaMMbl

HaumeHoBaHue crieliHATH3UPOBAHHBIX
ayJIMTOPHIi, KAOMHETOB, JJA0OpPaTOPHIi

Buj 3ansarun

HaumenoBanue 000py10BaHus U
NMPOrpaMMHOI0 odecrnedeHust

1 2 3
Jlekun, KomrmbroTepsl, KOMMYTaTOPHI,
Aypnuropus: 402, 403, 404, 405, 406, 1a0opaTOpHbIE U | MApUIPYTU3ATOPBI, MYJIBTUMEIUHHBIN
407, 408. MPaKTHYECKHE MIPOEKTOP, IKPaH, A0CKa, IUIAHIIET AJIs
3aHSTHS. pUCOBaHHUS.
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5. YueOHo-MeTOoAMYeCKOEe 0OecIieYeHre MPOrpaMMbl

OcHOBHbBIE HCTOYHUKH JUTEPATYPHI:

1. www.eltex-co.ru, «ESR-Series. PykoBoacTBo mo skcruryaranuu. Bepcust I10 1.34», HoBocubupck,
2025, - 985 c. Ccpiika: https://api.prod.eltex-co.ru/storage/upload _center/files/37/ESR-
Series User manual 1.34.pdf

2. www.eltex-co.ru, «kESR-Series. CnpaBounuk komaua CLI. Bepcust I10 1.34», HoBocubupck, 2025, -
1544 c. Ccpuika: https://api.prod.eltex-co.ru/storage/upload center/files/37/ESR-Series CLI 1.34.pdf

3. Opunumanshsiii caiit «IIpeanpusrue « QJITEKCy», www.eltex-co.ru

4. Request for Comments («RFC) — cepust myOnukamuy OCHOBHBIX MEXIYHAPOJHBIX OpPraHOB IO
TEXHUUYECKOHN pa3paboTKe U YCTaHOBJICHUIO CTaHIapTOB it VIHTepHeTa:

5. «RFC 768 User Datagram Protocol», 1980- 3 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc768.txt

6. «RFC 791 Internet Protocol», 1981 - 45 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc791.txt
3. «RFC 792 Internet Control Message Protocol», 1981, - 21 ¢. Ccruika: https://www.rfc-editor.org/rfc/rfc792.txt

7. «RFC 793 Transmission Control Protocol», 1981. - 85 c¢. Cceuika: https://www.rfc-
editor.org/rfc/rfc793.txt

8. «RFC 826 Adress Resolution Protocol», 1982. - 10 c. Cebunka: https://www.rfc-editor.org/rfc/rfc826.txt

9. «RFC 1071 Computing the Internet Checksumy», 1988 - 24 c. Ccwuika: https://www.rfc-
editor.org/rfc/rfc1071.txt

10. «RFC 1180 A TCP/IP Tutorial», 1991. - 28 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc1180.txt

11. «RFC 1517 Applicability Statement for the Implementation of Classless Inter-Domain Routing
(CIDR)», 1993. - 4 c. Ccpinxka: https://www.rfc-editor.org/rfc/rfc1517.txt

12. «RFC 1518 An Architecture for IP Address Allocation with CIDR», 1993 — 27 c¢. Cchlaka:
https://www.rfc-editor.org/rfc/rfc1518.txt

13. «RFC 1519 Classless Inter-Domain Routing (CIDR): an Address Assignment and Aggregation
Strategy», 1993. - 24 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc1519.txt

14. «RFC 1661 The Point-to-Point Protocol (PPP)», 1994. - 52 c. Cceuika: https://www.rfc-
editor.org/rfc/rfc1661 .txt

15. «RFC 1701 Generic Routing Encapsulation (GRE)», 1994. - 8 c. Ccsuika: https://www.rfc-
editor.org/rfc/rfc1701 .txt

16. «RFC 1812 Requirements for IP Version 4 Routers», 1995.- 14 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc1812.txt

17. «RFC 1918 Address Allocation for Private Internets», 1996 — 9 c. Ccbuika: https://www.rfc-
editor.org/rfc/rfc1918.txt

18. «<RFC 2153 PPP Vendor Extenrions», 1997. - 6 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc2153.txt

19. «<RFC 1948 Defending Against Sequence Number Attacks», 1996. - 6 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc1948.txt

20. «RFC 2060 Internet Message Access Protocol — v. 4, rev. 1», 1996. - 82 c. Ccwuika: https://www.rfc-
editor.org/rfc/rfc2060.txt

21. «RFC 2267 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofing», 1998. - 10 c. Cebunka: https://www.rfc-editor.org/rfc/rfc2267.txt

22. «RFC 2827 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofingy», 2000. - 10 c. Ccbunka: https://www.rfc-editor.org/rfc/rfc2827.txt

23. «RFC 3514 The Security Flag in the IPv4 Header», 2003. - 6 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc3514.txt
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24. «RFC 3540 Robust Explicit Congestion Notification (ECN) Signaling with Nonces», 2003. - 13 c.
Ccrinka: https://www.rfc-editor.org/rfc/rfc3514.txt

25. «RFC 3704 Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source
Address Spoofingy», 2004. - 16 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc3704.txt

26. «RFC 4033 Security DNS», 2005. - 21 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc4033.txt

27. «RFC 6840 Security DNS», 2013. - 21 c. Cebuika: https://www.rfc-editor.org/rfc/rfc6840.txt

28. «RFC 1104 Models of Policy Based Routing», 1989. - 10 c¢. Ccsuka: https://www.rfc-
editor.org/rfc/rfc1104.txt

29. «<RFC 1771 A Border Gateway Protocol 4 (BGP-4)», 1995. - 57 c¢. Ccpbuika: https://www.rfc-
editor.org/rfc/rfc1771 .txt

30. «<RFC 1772 Application of the Border Gateway Protocol in the Internet», 1995. - 19 c. Ccpuika:
https://www.rfc-editor.org/rfc/rfc1772.txt

31. «RFC 1930 Guidelines for creation, selection, and registration of an Autonomous System (AS)»,
1996. - 10 c. Ccebuika: https://www.rfc-editor.org/rfc/rfc1930.txt

32. «RFC 1965 Autonomous System Confederations for BGP», 1996. - 7 c¢. Ccpinka: https://www.rfc-
editor.org/rfc/rfc1965.txt

33. «RFC 1966 BGP Route Reflection: An alternative to full mesh IBGP», 1996. - 7 c¢. Ccpuika:
https://www.rfc-editor.org/rfc/rfc1966.txt

34. «RFC 1997 BGP Communities Attribute», 1996. - 5 c. Ccouika: https://www.rfc-
editor.org/rfc/rfc1997.txt

35. «RFC 2283 Multiprotocol Extensions for BGP-4», 1998. - 9 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc2283.txt

36. «RFC 2328 OSPF Version 2», 1998. - 244 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc2328.txt

37. «RFC 2385 Protection of BGP Sessions via the TCP MD5 Signature Option», 1998. - 6 c. Ccbuika:
https://www.rfc-editor.org/rfc/rfc2385.txt

38. «RFC 2453 RIP Version 2», 1998. - 39 c. Ccbuika: https://www.rfc-editor.org/rfc/rfc2453.txt

39. «RFC 2480 RIP New Generation», 1999. - 6 c. Cceuika: https://www.rfc-editor.org/rfc/rfc2480.txt

40. «RFC 2796 BGP Route Reflection - An Alternative to Full Mesh IBGP», 2000. - 11 c¢. Ccbuika:
https://www.rfc-editor.org/rfc/rfc2796.txt

41. «RFC 2842 Capabilities Advertisement with BGP-4», 2000. - 5 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc2842.txt

42. «RFC 2858 Multiprotocol Extensions for BGP-4», 2000. - 11 c. Ccbuika: https://www.rfc-
editor.org/rfc/rfc2858.txt

43. «RFC 2918 Route Refresh Capability for BGP-4», 2000. - 4 c. Ccsuika: https://www.rfc-
editor.org/rfc/rfc2918.txt

44. «RFC 3013 Recommended Internet Service Provider Security Services and Procedures», 2000. - 13
c. Cepka: https://www.rfc-editor.org/rfc/rfc3013.txt

45. «RFC 3065 Autonomous System Confederations for BGP», 2001. - 11 c. Ccpuika: https://www.rfc-
editor.org/rfc/rfc3065.txt

46. «RFC 3392 Capabilities Advertisement with BGP-4», 2001. - 14 c. Ccbuika: https://www.rfc-
editor.org/rfc/rfc3392.txt

47. «RFC 3882 Configuring BGP to Block Denial-of-Service Attacks», 2004. - 8 c. Ccbuika:
https://www.rfc-editor.org/rfc/rfc3882.txt

48. «RFC 4020 Early IANA Allocation of Standards Track Code Points», 2005. - 7 c. Ccbuika:
https://www.rfc-editor.org/rfc/rfc4020.txt
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49. «RFC 4027 Domain Name System Media Types», 2005. - 6 c. Ccoiika: https://www.rfc-
editor.org/rfc/rfc4027.txt

50. «RFC 4264 BGP Wedgies», 2005. - 10 c. Ccpuika: https://www.rfc-editor.org/rfc/rfc4264.txt

51. «<RFC 4271 A Border Gateway Protocol 4 (BGP-4)», 2006. - 104 c. Ccpuika: https://www.rfc-
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6. OneHka KayecTBa 0CBOCHUS IPOrPaAMMBbI

OHCHKa KaueCTBa OCBOCHUA MPOrpaMMbl OCYHICCTBIIACTCA B BUAC TCCTOBBIX 321,[[3.HHI>1 II0 OCHOBHBIM
Borpocam. OTBeTuBIIKE Ha 75 U 60Jee IPOIIEHTOB BOIIPOCOB MOTYYaIOT 3a4€T.
[Ipumepsl BOIIPOCOB TECTOBOIO 3aAaHUS:

6.1. IlpuMepbI BONPOCOB, BBIHOCUMBIX HA HTOTOBYIO aTTECTAIUIO:

. Uro o3nauaet «Zone-Based Firewall»?

. Kakue mapmpytsl nepenatorcs B LSA-5?

. Uto Takoe aBTOHOMHas cucrema?

. Kakoii mpoToxoJ1 mo3BosisieT UCIOIb30BaTh BUPTyalbHbIE TAOIUIIBI MAPIIPyTU3ALNN?

. B xakom mopsike 06pabaThIBalOTCS MAKETHI B OYEPEan CO CTporum npuoputetom (PQ)?
. Kaxoe 3nauenue npuopurera VRRP y «Bnagensua [P-anpeca»?

. Uto Ha3piBatoT TepMHUHOM «Hecynuii mpoTokom»?

. Ha uto ykassiBaeT Homep rpynnsl Auddu-Xemnmana?

. Kakoit mexanusm pa6otrsl NHRP no3Bossier 3anonauts Tabmuiry NHRP?

10. Kakoii Tepmud SNMP onmceiBaeT rio0anbHy0 HEPAPXHUECKYIO CTPYKTYPY, UMEIOIIYIO 3alliCH O
mo6oM oobekTe?

O 00 1IN DN K~ W —
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7. CocTaBUTEIH MPOrPaMMbI

Jlnis mpoBeneHust 3aHATHIA TIO0 MPOTrpamMMe IPUBIEKAIOTCS MPENoJaBaTesid, UMEIONIHe OOIbIION
OTIBIT METOAMYECKON EATEIbHOCTH U CEPTUUIMPOBAHHBIE MTPETOAABATENN C IPAKTUYECKUM OIBITOM
pabotsl B IT-oTpacinu.

CocraBuTenu nporpamMmmsl:

1. I'aBpunos Cepreit AnexkcanapoBuy
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